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What is the Phish Alert Button (PAB)

The Phish Alert Button (PAB) is a tool built into Gmail that lets you quickly and safely report
suspicious emails to the Information Security team.

Instead of clicking links or forwarding the email, you simply click the PAB icon to send the message
directly to our security team. The email is removed from your inbox and securely reviewed, helping
protect you and the entire campus community from phishing, scams, and other threats.

Why You Should Use the PAB

Protect yourself - Reporting suspicious emails keeps them from sitting in your inbox, where you might
accidentally interact with them.

Protect others - When you report a phishing message, our security team can quickly check it out. If
it’s dangerous, we'll stop it from spreading to others on campus.

Improve defenses — Each report you make helps our security systems get smarter at spotting future
phishing attempts, making it harder for attackers to reach anyone in the first place.

It’s quick and safe — With one click, move the email out of your way and into the hands of our tech
officers. We'll take immediate action.

Initial Setup
Before You Start

e Have the Knowbe4 email you received on hand. (You will need the license/key handy)
o Subject: Gmail Phish Alert Add-on Activation

e Make sure you’re signed into your Montclair Google account (netid@montclair.edu) in the
browser (not a personal account).

Desktop/Laptop (Recommended)

e Open Gmailin your web browser and sign in to your Montclair netid account.

e Open any email (it can be a test or the activation message you were sent).

e On theright side of your inbox, open the add-on panel and click the Phish Hook / Phish Alert icon
(the orange fishhook). (
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e Inthe PAB pane you’ll see an Activate area. Click in the Access: field (or the box above the blue
Activate Phish Alert Button Now button).

e Paste the license/key you were given into that field. Then click the blue Activate Phish Alert
Button Now (or similar) button.

e You should see a confirmation. Refresh Gmail (browser/page refresh). The PAB will now appear in
the add-on panel and is ready to use.

Mobile

Open the Gmail app and sign in to your Montclair netid account.

Open any email (it can be a test or the activation message you were sent).

Scroll down to the add-ons area at the bottom of the message. Tap the fishhook icon. {

Fillin the license/key provided via email and activate it.

o Ifthe app does not show an entry field, please try again on a computer following the
recommended steps above.

For more information click here. (Visual available)

Step-by-Step Instructions (Google Interface)

1. Locate the PAB

e Open Gmail in your browser.
e Open the suspicious email (don’t click links or download attachments).
e On theright-hand side panel, look for the Phish Alert icon (orange fishhook).

2. Report the Email

e Click the Phish Alert icon.
e A pop-up window will appear asking you to confirm reporting.
e Select Report.

3. What Happens Next

e The email will be moved to your Trash folder.
e A copy of the message will be sent securely to the Information Security team for review.
e |If the email was part of a security test, your action will be recorded as a successful report.

Mobile Users (Gmail app)

Open the Gmail app and the suspicious email.
Slide down to the end of the message.

Click the fishhook listed under Available add-ons.
Slide down and click Phish Alert.

Tips for Using the PAB

e When to use it: Anytime you aren’t sure if an email is safe.
e When not to use it: Don’t use the PAB for regular spam/junk mail that Gmail already filters (like
ads, marketing or newsletters you subscribed to).
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e Reporting never hurts — it’s always better to report than ignore.
e You’ll never get in trouble for reporting something by mistake.

Additional Information

e Who to contact for questions

o IT Service Desk

o If you’ve lost money - University Police

Where can | get more information?

o Phish Alert Button (PAB) webpage

e Should I report an email to the IT Service Desk too?

o No -The PAB is a direct connection to the Information Security team. Contacting the service
desk is not the quickest option to reporting a phish.

| don’t have the PAB Hook!

o Information Security uploads students to the platform twice a year. If you do not have the
hook available and would like to have access, contact the IT Service Desk letting them know
you want the button!

o Intheinterim, you can forward the phishing email directly to phishfiles@montclair.edu.

Does my report really make a difference?

o Yes - Reporting with the Phish Alert Button (PAB) helps our security team act quickly and
share new threats on the Phish Files webpage.

When/What to Report
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Type of Email

Suspicious / Phishing

Unexpected
Attachments or Links

Too Good to Be True

Impersonation

Suspicious Text
Formatting or Errors

Unwanted Spam /
Marketing

Legitimate Campus
Communications

Personal Subscriptions

Example

“Your account will be
deactivated unless you
log in,” fake job offers,
password reset
requests you didn’t
start

Email from someone
you don’t know with an
invoice, file, or urgent
link

Fake job offers, gift
cards, urgent requests
for help

Looks like it’s from
your professor, IT, or a
friend but something
feels “off”

Poor grammar,
misspelled addresses,
weird formatting

Ads, newsletters,
promotions you signed
up for

Emails from official
university
departments,
professors, or student
services

Netflix, Amazon, news
updates, etc. (that you
signed up for and
recognize)

Should | Use the
PAB?

Yes

Yes

Yes

Yes

Yes

X No

X No

X No

What to Do Instead
(if not PAB)

Report with the PAB
immediately

Report with the PAB
immediately

Report with the PAB
immediately

Report with the PAB
immediately

Report with the PAB
immediately

Use Gmail’s “Report
spam” or
“Unsubscribe”

Keep in your inbox or
archive

Manage through
“Unsubscribe” link or
Gmail spam controls



